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INTRODUCTION 


PURPOSE 


This  project  was  established  to  evaluate  a remote  control  and  monitoring 
system  for  solid-state  instrument  landing  systems  (ILS)  designed  to  reduce 
equipment  damage,  false  transmitter  cycling,  and  erroneous  status  indications 
caused  by  lightning  and  control  line  transients. 


BACKGROUND 


The  remote  status  and  control  lines  interconnecting  ILS  field  units  with  associ' 
ated  monitor  and  control  stations  located  in  the  control  tower  are  highly 
susceptible  to  lightning  and  line  transients.  The  attendant  undesirable 
effects  have,  on  numerous  occasions,  resulted  in  extensive  damage  to  ILS 
circuitry  and  caused  many  nuisance  transfers  and  shutdowns  of  operating  equip- 
ment. During  a lightning  strike,  several  thousand  volts  can  be  induced  on 
control  and  power  lines  located  in  the  vicinity  of  the  strike.  Previous 
vacuum-tube  equipment  was  generally  capable  of  dissipating  the  high  voltages 
without  damage  to  operating  circuits,  since  it  was  designed  for  relatively 
high  B+  voltages  in  normal  operation.  In  solid-state  ILS  equipment,  the 
circuity  operates  at  voltages  considerably  less  than  its  tube-type  predecessor 
and  thus  has  a lesser  margin  of  tolerance  for  any  transient  voltages. 


At  the  present  time,  the  lines  used  with  most  ILS  systems  in  the  field  carry 
direct  current  (d.c.)  levels  to  effect  signaling  and  control.  This  type  of 
operation  includes  the  use  of  unbalanced  lines  which  greatly  increases  their 
susceptibility  to  damaging  transients.  Additionally,  the  large  number  of  lines 
used  to  interconnect  the  system,  100  individual  wires  for  the  Texas  Instruments 
type  Federal  Aviation  Administration  (FAA)  Mark  III  ILS  (figure  1),  may  have 
contributed  to  the  probability  of  incurring  circuit  damage  or  causing  transfers 
and  shutdowns. 


Previous  work  in  the  lightning/ transient  protection  area  for  the  FAA  had  been 
conducted  by  Georgia  Institute  of  Technology.  Their  effort  was  limited  to 
developing  designs  for  connecting  protective  devices  across  existing  lines. 
Results  of  their  studies  are  found  in  references  1 and  2. 


Purdue  University  was  awarded  a contract,  DOT-FA74WA-3518,  in  June  1974,  to 
perform  a study  and  recommend  an  alternate  solution  to  the  existing  problem. 

In  their  first  report  (reference  3) , previous  equipment  failures  and  opera- 
tional upsets  were  investigated  and  analyzed.  The  report  also  presented  reli- 
able signal  processing  and  line  protection  techniques  and  described  a proposed 
prototype  to  be  built  and  Installed  at  the  National  Aviation  Facilities  Experi- 
mental Center  (NAFEC) . The  new  system  would  employ  a single  pair  of  wires 
carrying  audio  tones  in  lieu  of  the  existing  multipair  d.c.  cables  running  to 
each  site.  This  was  expected  to  provide  superior  protection  from  transient 
interference. 


As  an  added  benefit,  a substantial  savings  in  the  cost  of  leasing  telephone 
company  (telco)  services  and/or  laying  of  burled  cables  can  be  realized. 

During  the  summer  of  1975,  a rudimentary  tone-signaling  system  was  connected 
to  the  category  (CAT)  II  ILS  localizer,  inner  marker,  and  far-field  monitor 
serving  runway  31.  The  system  was  operated  for  several  months  affording  NAFEC 
and  maintenance  personnel  the  opportunity  to  obtain  experience  in  the  new 
techniques.  A second  report  (reference  4)  gave  a technical  description  of  the 
first  generation  (prototype)  equipment  and  commented  on  insight  gained  during 
the  trial  period.  The  report  delineated  plans  for  installing  a complete  tone- 
signaling system  utilizing  the  CAT  III  ILS  serving  runway  13.  This  system 
would  connect  all  of  the  ILS  components:  the  tower  status  and  control  stations, 
the  localizer,  the  glide  slope,  the  inner,  middle,  and  outer  markers,  and  the 
far-field  monitor.  The  second  generation  equipment  was  designed,  constructed, 
and  Installed  bypassing  all  previously  existing  d.c.  signal  lines.  In  August 
1976  this  equipment  was  placed  in  full  time  service  and  operated  continually 
until  April  1978. 


DISCUSSION 


SYSTEM  DESCRIPTION. 


The  technique,  which  Purdue  devised,  consisted  of  a new  interface  between  the 
remote  control  and  monitor  stations  located  in  the  control  tower  and  each  ILS 
component  facility  in  the  field.  In  approaching  the  problem  two  steps  were 
taken:  signal  processing  and  line  protection.  As  the  first  step,  signals 
from  the  ILS  field  units  were  processed  and  converted  into  a tone  format  for 
transmission  to  the  central  processing  facility  at  the  tower.  There,  the 
tones  were  reconverted  into  the  original  format  necessary  to  drive  the  existing 
ILS  remote  control  and  monitor  panels  in  the  tower  cab  and  equipment  room. 

(This  gave  air  traffic  control  (ATC)  and  maintenance  personnel  their  familiar 

displays  and  control  capability. ) A stand-alone  video  terminal  was  included 
as  part  of  the  project  to  demonstarate  the  versatility  of  consolidated  micro- 
computer-generated  displays;  this  was  located  in  the  maintenance  equipment  room 
at  the  tower.  Upon  request,  as  entered  from  the  keyboard,  status  and  main- 
tenance-monitor information  could  be  displayed  on  the  cathode-ray-tube  (CRT) . 

In  addition,  logged  data  could  be  recalled  and  control  of  the  ILS  effected 
via  coded  keyboard  commands.  Figure  2 shows  the  overall  system  concept. 

The  status  and  control  signals  were  picked  up  directly  at  the  equipment  termi- 
nals where  they  connect  to  the  multipair  cables.  As  a result,  modification  to 

any  of  the  ILS  equipment  was  unnecessary.  The  existing  signal  lines  remained 
as  a backup  in  the  event  that  a failure  of  the  Purdue  equipment,  during  the 
evaluation  period,  would  cause  the  loss  of  monitoring  and  control.  As  a conven- 
ient means  of  transferring  between  the  system  under  test  and  the  multipair  d.c. 
system,  quick-change  plugs  were  provided  at  the  tower  and  at  each  site.  With 
this  arrangement,  each  facility  could  be  removed  independently  for  testing  or 
repairs. 

. At  the  individual  sites,  the  ILS  monitor  and  control  signals  exist  as  d.c. 


voltages  which  are  normally  sent  directly  to  the  tower  over  leased  telephone 
lines  or  burled  cables,  each  signal  being  assigned  to  a separate  line.  In  the 
Purdue  system,  however,  these  signals  were  conditioned,  coded,  and  multiplexed 
using  a microprocessor  at  the  site  yielding  a string  of  binary  bits  represent- 
ative of  the  cumulative  status  Indications.  The  field  unit  that  performed 
these  functions  Is  shown  In  figure  3.  The  bits,  zeros  and  ones,  were  fed  to  a 
modem  wherein  they  were  converted  Into  pairs  of  audio-frequency  tones  capable 
of  being  sent  over  a single  pair  of  wires.  (Of  Interest,  here,  is  the  fact 
that  these  same  tones  can  be  sent  over  a radio  link  to  and  from  sites  where 
running  landlines  would  be  Impractical  due  to  terrain  or  cost.)  Through  the 
judicious  choice  of  tone-pair  frequencies  and  filtering,  bidirectional  data 
communications  were  accomplished  over  the  same  pair  of  wires.  In  this  way, 
only  a single  pair  of  wires  is  required  for  each  facility.  Voltage  transients 
do  not  resemble  the  tone  signals  used  and  thus  could  not  be  misinterpreted  as 
false  cycle  commands  or  indications,  as  was  the  case  when  using  d.c.  signaling 


In  the  second  step,  to  protect  the  operating  circuits  from  the  effects  of  vol- 
tage transients  on  the  lines,  a balanced  twisted-pair  of  wires  was  used  in  con- 
junction with  center-tapped  transfomers,  one  at  each  end  (figure  4).  (This  is 
the  same  technique  that  telephone  companies  use  for  carrying  voice  and  data 
with  much  success.)  The  transformers  isolate  the  large  induced  voltages  from 
sensitive  circuits  which  are  then  safely  diverted  to  ground  through  grounded 
center-taps.  By  their  nature,  balanced  twisted-pairs  cause  any  voltage  surges 
to  be  applied  equally  to  both  lines  with  minimum  transfer  through  the  transfor 
mer.  As  a final  precaution,  gas-discharge  arrestors  were  connected  across  the 
line,  at  each  end,  to  short  high-level  transients  to  ground. 


At  the  control  tower,  modems  on  each  of  the  lines  coming  from  the  six  field 
units  converted  the  tones  back  into  binary  bits  which  were  fed  to  a central 
microcomputer.  Here  the  data  were  processed  and  formated  for  display  on  a 
CRT  display  (figure  5) . Three  types  of  information  could  be  requested  for 
viewing,  the  first  being  a "status"  frame  showing  the  status  of  each  component 
of  the  ILS  (figure  6).  Next,  a "maintenance-monitor"  frame  showed  the  status 
of  the  prealarm  signals  on  the  maintenance  monitor  (figure  7) . The  maintenance 
monitor  is  part  of  the  CAT  III  ILS  at  NAFEC.  The  third  type  was  a random 
access  "log"  programed  to  store  selected  data,  including  manual  entries  made 
from  the  keyboard  (figure  8). 


Control  of  the  ILS  units  was  accomplished  in  a similar  manner  as  the  remotlng 
of  the  status  signals.  Upon  closure  of  the  "cycle"  switch  in  the  tower  cab 
(or  through  coded  keyboard  commands) , a control  message  was  sent  to  the  appro- 
priate site,  and  the  unit  cycled  main-off-standby  as  normally  would  be  done. 


As  part  of  the  demonstration,  analog  signals  were  remoted  from  the  far-field 
monitor  to  both  the  tower  and  localizer.  The  three  dif ference-in-depth-orf- 
modulatlon  (DDM)  signals,  normally  relayed  in  analog  form  over  the  d.c.  lines, 
were  converted  to  digital  form  and  processed  in  a fashion  similar  to  the  digi- 
tised status  signals.  After  transmission,  via  the  tone-signaling  system,  the 
digitized  data  were  converted  back  into  analog  form  for  display  as  part  of  the 
maintenance-monitor  frame  on  the  tower  CRT  and  on  the  front  panel  meter  at  the 
localizer. 


EVALUATION 


Evaluation  of  the  tone-signaling  technique  was  conducted  on  the  second  genera- 
tion equipment  from  August  19#c  to  April  1978  with  all  ILS  facilities  connected 
to  it.  The  approach  taken  was  to  allow  the  system  to  run  on  a continuous, 
unattended  basis  and  only  make  repairs  when  required.  Periodic  inspections 
were  also  made  of  the  computer-maintained  status  and  log  entries  to  ensure  the 
proper  operation  of  the  CRT  displays. 

All  ILS  facility  or  monitoring  outages  that  occurred  during  this  time  period 
were  reported  by  Eastern  Region  maintenance  personnel  to  NAFEC  project 
engineers.  The  NAFEC  project  personnel  would  then  examine  the  tone-signaling 
equipment  to  ascertain  if  it  was  at  fault.  The  nature  of  the  failure  and 
probable  cause  were  determined  and  noted,  and  appropriate  repairs  were  made 
to  damaged  components.  As  previously  mentioned,  it  was  a simple  matter  to 
reconnect  the  d.c.  signal  lines  for  an  individual  facility  when  necessary  for 
making  repairs. 


RESULTS  OF  EVALUATION 


During  the  test  period,  the  ILS  system  exhibited  satisfactory  immunity  to 
all  forms  of  external  interference;  i.e.,  lightning  and  line  transients 
except  for  the  instances  noted  below.  No  false  cycle  commands  nor  erroneous 
status  indications  were  observed  in  the  course  of  normal  operation. 

The  operating  programs  (software)  for  the  field  unit  microprocessors  and  the 
central  microcomputer  at  the  tower  performed  flawlessly.  The  field  units 
were  operated  from  battery-supplied  power  sources  and  experienced  no  opera- 
tional upsets.  At  the  central  microcomputer,  only  a long-term  power  inter- 
ruption ( one  having  a duration  longer  than  several  seconds)  would  require 
a manual  reset.  This  problem  could  have  been  eliminated  by  the  addition  of 
an  uninterrup table  power  source;  i.e.,  one  backed  up  with  batteries  as  was 
done  in  the  field  units. 

Failures  in  the  Purdue  equipment  encountered  over  the  test  period  were  found 
to  be  due  primarily  to  direct  lightning  strikes  at  the  sites  where  voltage 
surges  came  in  over  the  powerlines.  Table  1 gives  a listing  of  those  failures 
recorded  during  the  course  of  operations.  In  each  case,  the  outage  was 
localized  to  an  individual  site,  and  overall  system  operation  was  not  affected. 
Components  damaged  were  primarily  semiconductor  devices,  integrated  circuits, 
and  resistors.  The  balanced-pair  signaling  lines  and  their  associated  modems 
showed  no  signs  of  damage  from  the  strike.  The  worst  instance  occurred  with 
the  Purdue  equipment  at  the  far-field  monitor,  where  improper  installation 
of  a lightning  arresting  device  across  the  incoming  powerlines  was  determined 
to  be  the  cause.  Extensive  damage  was  also  sustained  by  the  far-field  monitor 
circuits  as  well.  Except  for  this  case,  operation  of  the  ILS  equipment 
remained  unaffected  by  lightning/transients  as  a result  of  using  che  tone- 
signaling system. 
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A final  report  published  by  Purdue  in  two  parts  (references  5 and  6)  gives 
further  details  on  the  second  generation  tone-signaling  system  as  installed 
at  NAFEC.  Reference  5 reiterates  the  basics  of  signaling  and  line  protection 
and  explains  the  hardware  used  at  the  tower  and  in  the  field  units.  Operator 
information  for  the  system  is  included  as  is  a software  listing  for  the  field 
microprccessors.  Reference  6 lists  the  program  used  by  the  central  micro- 
computer servicing  the  tower  displays  and  field  units. 


The  system  was  observed  by  many  technical  groups  during  its  operation  at  NAFEC. 
Because  the  equipment  incorporated  certain  features  incidental  to  its  primary 
function  of  providing  transient  protection,  it  has  proven  useful  as  a model 
for  current  programs  in  remote  maintenance  monitoring  that  are  expanding  on 
its  demonstrated  capabilities.  The  evaluation  showed  that  a microprocessor- 
controlled  tone-signaling  control  and  monitor  system  is  indeed  feasible  for 
use  to  improve  maintenance  procedures  and  enhance  remote  equipment  analysis. 
Some  of  the  additional  features  which  were  demonstrated  and  show  merit  for 
incorporation  in  future  systems  include:  analog  to  digital  conversion  of 
equipment  parameters,  automatic  logging  of  these  parameters  and  associated 
events  for  self-diagnosis  and  trend  analysis,  providing  alarms  and  recording 
the  times  of  significant  operational  changes,  display  of  system  data  in  a 
consolidated  format  on  a video  terminal,  plus  recall  from  memory  and  display 
of  operating  instructions  and  maintenance  procedures.  Such  a system  affords 
the  capability  of  handling  additional  information,  remoted  from  the  field 
sites,  to  the  degree  of  sensing  device  availability  and  funding.  Disc  or 
magnetic  tape  units  for  mass  data  accumulation  as  well  as  page  printers  for 
hard  copy  could  easily  have  been  added  for  long-term  information  storage  and 
analysis. 


CONCLUSIONS 


From  the  results,  it  is  concluded  that: 


1.  The  tone-signaling  techniques  used  on  the  commissioned  ILS  at  NAFEC 
proved  to  be  highly  reliable  in  meeting  the  needs  of  remote  control  and 
monitoring  of  a solid-state  ILS  while  minimizing  the  effects  caused  by 
lightning / transients . 


2.  While  no  system  can  be  immune  to  the  effects  of  a direct  lightning  strike, 
a system  of  the  type  tested  provides  a high  degree  of  protection  from  trans- 
ient voltages  Induced  in  the  control  and  monitoring  lines. 


% 


RECOMMENDATIONS 


It  Is  recommended  that: 

1.  In  future  ILS  procurements,  specifications  state  that  monitor  and  control 
functions  be  performed  using  techniques  similar  to  those  reported  herein 
(references  4 and  5). 

2.  Retrofit  hardware  be  procured  and  installed  at  existing  solid-state  ILS 
facilities  to  increase  system  reliability  and  reduce  leased  telco  costs, 
particularly  at  sites  where  lightning  Interference  still  poses  a problem. 

3.  Microprocessor-controlled  data  communications  be  incorporated  in  the 
remote  control  and  monitoring  of  all  FAA  facilities  requiring  constant  atten- 
tion, e. g. , VOR,  DME,  and  communication  sites.  The  equipment  and  techniques 
being  similar  enough,  the  functions  of  various  remote  facilities  could  be 
handled  by  a single  central  processing  unit. 
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